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    Tursox Procedures
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Tursox Procedures is a standalone companion to
Tursox. It executes user-defined,
versioned Lua 5.3 procedures through a small database capability API while one
checked-out Tursox connection and transaction cover the complete procedure call
tree.
The Lua VM is the pure-Elixir lua implementation. No
Lua NIF, Turso runtime extension, filesystem API, or network API is loaded.
Installation
def deps do
  [
    {:tursox_procedures, "~> 0.1.0"}
  ]
end
Tursox Procedures 0.1.x requires Tursox 0.2.1 and lua 1.0.2.
Quick start
Start a Tursox pool, a source, and a procedure service under your supervisor:
children = [
  {Tursox.Pool,
   name: MyDatabase,
   database: "application.db",
   pool_size: 4,
   busy_timeout: 5_000},
  {Tursox.Procedures.Source.Memory, name: MyProcedureSource},
  {Tursox.Procedures,
   name: MyProcedures,
   pool: MyDatabase,
   source: {Tursox.Procedures.Source.Memory, MyProcedureSource}}
]
Publish user source:
{:ok, procedure} =
  Tursox.Procedures.Source.Memory.publish(
    MyProcedureSource,
    "approve_order",
    """
    local order = db.one(
      "SELECT status FROM orders WHERE id = ?",
      {args.order_id}
    )

    if order == nil then
      fail("not_found", "order does not exist")
    end

    procedures.call("reserve_inventory", {
      order_id = args.order_id
    })

    db.exec(
      "UPDATE orders SET status = ? WHERE id = ?",
      {"approved", args.order_id}
    )

    return {order_id = args.order_id, status = "approved"}
    """
  )
Call it by name:
{:ok, result} =
  Tursox.Procedures.call(
    MyProcedures,
    "approve_order",
    %{"order_id" => 42},
    caller: %{user_id: "alice"}
  )

result.value
#=> %{"order_id" => 42, "status" => "approved"}
Database-backed catalog
Catalog creation is explicit; starting a service never changes application
schema:
alias Tursox.Procedures.Source.Database

{:ok, _} = Database.install(MyDatabase)
{:ok, procedure} = Database.publish(MyDatabase, "approve_order", lua_source)

children = [
  {Tursox.Procedures,
   name: MyProcedures,
   pool: MyDatabase,
   source: {Database, []}}
]
Every publication creates a new immutable {name, version, source_hash}.
Compiled chunks use that identity, so an update cannot replace code underneath a
running call.
Transaction and composition semantics
The top-level host owns commit and rollback. Nested procedures:
	reuse the exact parent checkout and transaction;
	execute in fresh Lua VMs;
	inherit caller policy and aggregate limits;
	record exact version/hash trace entries;
	never begin or commit independently.

Any child failure makes the complete transaction uncommittable, even when Lua
catches the child error with pcall. Recoverable child savepoints are not part
of 0.1.x.
Security model
Deflua blocks filesystem, process, environment, module-loading, and dangerous OS
paths by default. Tursox Procedures additionally applies finite instruction,
Lua depth, string, source, argument, result, statement, row, database-byte,
procedure-call, host timeout, and BEAM heap limits.
A language sandbox is not database authorization. The default
Policy.AllowAll is only for trusted procedure authors. Applications accepting
untrusted procedure authors should provide a policy module that approves each
:call, :query, and :execute operation. Raw SQL has the authority of the
configured Tursox connection.
See the guides for the catalog, Lua API, composition, security/limits,
operations, architecture, and exact compatibility contract.
Development
mix deps.get
bin/qa_check.sh

License
MIT. Dependency notices are in THIRD_PARTY_NOTICES.md.


  

    Changelog

0.1.0 - 2026-08-05
Added
	Standalone Tursox companion package with caller-supervised procedure services.
	Immutable in-memory and explicit Tursox-backed procedure catalogs with
version/hash identity and bounded compiled-chunk caching.
	Pure-Elixir Deflua execution with fresh sandboxed VMs, strict value conversion,
source-line errors, and finite language/host resource limits.
	Transactional db.one, db.all, db.exec, explicit blob/null values,
parameter binding, policy authorization, result bounds, and strict rollback.
	Atomic nested procedures.call composition on one checkout/transaction with
cycles, depth/count limits, aggregate budgets, immutable traces, and strict
child-failure propagation.
	Redacted call, procedure, database, and cache telemetry; timeout/heap process
isolation; documentation, package QA, and clean-consumer verification.



  

    Security policy

Report suspected vulnerabilities privately to the maintainer listed in
mix.exs. Do not include production procedure source, database contents,
bound values, credentials, or tenant data unless an encrypted channel has been
agreed first.
Tursox Procedures executes user-supplied Lua. Deflua's language sandbox blocks
host filesystem, network/process, environment, and module-loading access, but it
is not a database authorization boundary. Every deployment must choose a policy
appropriate to its procedure authors. Policy.AllowAll grants the configured
Tursox connection's raw SQL authority and is only appropriate for trusted code.
Keep finite execution, heap, statement, result, nesting, and wall-clock limits.
Do not expose procedure administration to unauthorized callers. Prefer separate
databases or domain-specific capabilities where authors must not access all
tables. Errors, inspection, and telemetry are designed to exclude source,
arguments, SQL parameters, rows, results, and caller secrets; reports should
still be reviewed before sharing.


  

    Third-party notices

Tursox Procedures is MIT licensed. Runtime dependencies retain their own
licenses:
	Tursox — MIT
	lua by TV Labs — Apache-2.0
	DBConnection — Apache-2.0
	Telemetry — Apache-2.0
	Jason — Apache-2.0
	Rustler and RustlerPrecompiled (transitive through Tursox) — MIT

The authoritative dependency versions are in mix.lock; their distributed
license files remain authoritative. This notice does not replace those licenses.


  

    Architecture

Tursox Procedures is a standalone companion to Tursox. It resolves versioned
Lua source, compiles it with the pure-Elixir lua runtime, and executes it
through a deliberately small database capability surface.
Application supervisor
    ├── Tursox.Pool
    ├── Procedure Source (database or memory)
    └── Tursox.Procedures service
          ├── bounded immutable chunk cache
          └── monitored worker per top-level call
                ├── one Tursox.Pool.transaction checkout
                ├── opaque execution context and aggregate budgets
                └── fresh Lua VM per procedure
                      ├── db.one / db.all / db.exec
                      ├── db.blob / db.null
                      ├── procedures.call
                      └── fail
The service GenServer owns configuration, cache, worker monitors, and timeout
handling; it does not execute user code. Calls therefore run concurrently. A
worker stores its opaque transaction context in process-local state, inaccessible
to Lua except through registered host APIs.
The top-level host owns the transaction. Nested procedures invoke the internal
runner with the same checkout and never recursively enter the public service.
Any nested failure makes the transaction uncommittable in 0.1.x.
Procedure source may be persisted, but execution remains application-level.
The package does not modify Turso's parser, add SQL CALL, or load a scripting
VM into Turso's native process boundary.


  

    Procedure catalog and sources

A source resolves %Tursox.Procedures.Procedure{} records. Published identity is
immutable: procedure name, positive version, and SHA-256 source hash.
In-memory source
Tursox.Procedures.Source.Memory is caller-supervised and useful for dynamic
application definitions, development, and tests. publish/5 creates a new
version and disables the previous active version. enable/3 can select a
historical version; disable/2 leaves no active version.
Database source
Tursox.Procedures.Source.Database.install/2 explicitly creates the catalog.
The package never runs installation automatically. publish/5, enable/4, and
disable/3 use parameterized SQL and an immediate transaction. A configurable
table name must be a simple validated SQL identifier.
Catalog metadata must be JSON-compatible. Source text must be valid UTF-8 and
within the configured source limit. Fetch verifies the stored SHA-256 hash and
rejects malformed/tampered rows.
Applications should authorize catalog administration separately from procedure
execution. Procedure Lua has no catalog administration capability unless the
application deliberately permits equivalent raw SQL.


  

    Lua procedure API

Each procedure receives fresh Lua globals and an args value supplied by the
caller. A procedure returns zero or one value. Supported values are nil,
booleans, numbers, strings, arrays, and string-keyed tables.
Database
local row = db.one("SELECT id, state FROM jobs WHERE id = ?", {args.id})
local rows = db.all("SELECT id FROM jobs WHERE state = ?", {"ready"})
local result = db.exec("UPDATE jobs SET state = ? WHERE id = ?", {"done", args.id})
db.one returns nil, one string-keyed row, or fails if the query produces more
than one row. db.all returns a bounded array. db.exec returns
rows_affected and last_insert_rowid.
Use explicit values where Lua cannot preserve SQL storage semantics:
db.exec("INSERT INTO values(blob_value, null_value) VALUES (?, ?)", {
  db.blob(args.bytes),
  db.null()
})
All SQL parameters are bound; data must not be interpolated into SQL strings.
Transaction-control statements are rejected because the host owns the complete
call-tree transaction.
Composition
local result = procedures.call("reserve_inventory", {
  product_id = args.product_id,
  quantity = args.quantity
})
The child uses the same connection, transaction, caller policy, deadline, and
aggregate budgets, but receives a fresh Lua VM.
Failure
if args.quantity <= 0 then
  fail("invalid_quantity", "quantity must be positive")
end
The failure code is safe metadata and the message is capped. Any unhandled or
caught child/host failure prevents commit.


  

    Procedure composition

procedures.call(name, arguments) invokes an immutable resolved procedure on
the existing execution context. The public service is not called recursively,
so a pool of size one remains sufficient for arbitrary sequential composition.
The initial contract is strict:
	one top-level checkout and transaction;
	fresh Lua VM for every procedure;
	one aggregate deadline and resource budget;
	exact call-order trace with name/version/hash only;
	cycles rejected;
	finite depth and total calls;
	child policy authorization repeated at every boundary;
	any child failure permanently marks the transaction failed.

pcall can be useful for formatting a Lua-level response, but cannot restore
commit eligibility after a child or host capability fails. This prevents a
child's writes before failure from being accidentally committed. Savepoint-based
recoverable children are intentionally deferred.


  

    Security and limits

Procedure source is untrusted input. Tursox Procedures combines several
boundaries; none is sufficient alone.
Language capabilities
Deflua is created sandboxed. Procedure code cannot use host filesystem I/O,
process execution, environment access, require, load, or arbitrary Elixir
modules. Only db, procedures, and fail are installed by this package.
Database authorization
Policy.AllowAll grants raw parameterized SQL through the Tursox connection and
is suitable only for trusted authors. A custom policy receives safe caller,
procedure, stack, operation, callee, and SQL metadata before each call/query/write.
It returns :ok or {:error, reason}. Parameters and rows are never passed as
policy metadata or telemetry.
SQL policy based on strings is application policy, not a full SQL security
parser. Strong tenant isolation should use separate database files/connections
or domain-specific capabilities rather than attempting to filter arbitrary SQL.
Resource limits
Tursox.Procedures.Limits supplies finite defaults for:
	wall-clock timeout and BEAM process heap;
	Lua instructions, Lua call depth, and string size;
	procedure source, arguments, and results;
	procedure nesting and total calls;
	database statements, rows, and transferred bytes.

The service runs each top-level call in a monitored process. Timeout or heap
termination rolls back the checkout and leaves the service available. Nested
fresh VMs share host aggregate budgets so composition cannot reset limits.
Default errors, inspection, and telemetry exclude procedure source, arguments,
parameters, rows, caller secrets, and database content.


  

    Operations

Applications explicitly supervise each Tursox.Procedures service and choose
its Tursox pool, source, policy, limits, cache capacity, duplicate-column policy,
and transaction mode. There is no global default service and no dynamic atom is
created from procedure or tenant names.
metadata/1 returns only active call count, finite limits, transaction mode,
and cache counters. refresh/1 drops compiled chunks without changing source
versions. Normal calls fetch the active immutable identity, so database/memory
source updates become visible without unsafe in-place cache replacement.
Telemetry events use the [:tursox_procedures, ...] prefix:
	[:call, :start | :stop]

	[:procedure, :stop]
	[:database, :stop]
	[:cache, :stop]

Metadata includes names, versions/hashes where applicable, depth, operation,
and outcome classes. It excludes source, SQL parameters, rows, results, and
caller data.
A graceful supervisor shutdown stops the service and its cache. Active worker
processes are terminated; DBConnection owns checkout cleanup and rollback.


  

    Compatibility

ROADMAP001 starts from these exact published dependencies:
	Component	Version	Purpose
	Elixir	1.20.x	package runtime and CI
	OTP	28.x	package runtime and CI
	Tursox	0.2.1	checkout-bound transactions and ordered results
	DBConnection	2.10.2	resolved through Tursox
	lua	1.0.2	pure-Elixir Lua 5.3 VM
	Telemetry	1.4.2	redacted operation events
	Jason	1.4.5	JSON-compatible catalog metadata
	ExDoc	0.40.3	documentation

Verified public Tursox capabilities include Tursox.Pool.transaction/3,
checkout-bound query/4 and execute/4, ordered %Tursox.Result{} rows and
columns, and transaction modes forwarded through DBConnection.
Verified Deflua capabilities include source parsing/chunks, fresh immutable VM
state, private state, host functions, and finite instruction, call-depth, and
string limits. Deflua's filesystem, process, environment, and module-loading
paths remain sandboxed.
ROADMAP001 intentionally does not depend on Turso runtime extensions, SQL
CALL, savepoint recovery, QuickJS, or private Tursox modules.
Baseline verified on 2026-08-05. Lockfile source and executable tests override
this prose if dependencies change.


  

    
Tursox.Procedures 
    



      
Caller-supervised sandboxed, transactional Lua procedures for Tursox.
A service owns configuration and a bounded compiled-chunk cache. Every call
runs in an isolated process, checks out one Tursox transaction, and shares
that transaction with all nested procedures.

      


      
        Summary


  
    Functions
  


    
      
        call(server, name, arguments \\ %{}, options \\ [])

      


        Executes one named procedure and returns its value and immutable trace.



    


    
      
        metadata(server)

      


        Returns redacted service and cache metadata.



    


    
      
        refresh(server)

      


        Drops compiled chunks; immutable source definitions are unaffected.



    


    
      
        start_link(options)

      


        Starts a procedure service.



    


    
      
        stop(server, timeout \\ 5000)

      


        Stops the caller-owned service.
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Returns redacted service and cache metadata.
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Drops compiled chunks; immutable source definitions are unaffected.

  



  
    
      
    
    
      start_link(options)



        
          
        

    

  


  

Starts a procedure service.

  



    

  
    
      
    
    
      stop(server, timeout \\ 5000)



        
          
        

    

  


  

Stops the caller-owned service.

  


        

      


  

    
Tursox.Procedures.Cache 
    



      
Bounded immutable compiled-procedure cache.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        clear(cache)

      


    


    
      
        fetch(cache, procedure)

      


    


    
      
        start_link(options \\ [])

      


    


    
      
        stats(cache)
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      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.
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Tursox.Procedures.Limits 
    



      
Finite resource limits applied to one complete procedure call tree.
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    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(options \\ [])

      


        Builds finite limits from a keyword list or map.
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          @type t() :: %Tursox.Procedures.Limits{
  max_argument_bytes: term(),
  max_database_bytes: term(),
  max_heap_size: term(),
  max_instructions: term(),
  max_lua_call_depth: term(),
  max_procedure_calls: term(),
  max_procedure_depth: term(),
  max_result_bytes: term(),
  max_rows: term(),
  max_source_bytes: term(),
  max_statements: term(),
  max_string_bytes: term(),
  timeout: term()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      new(options \\ [])



        
          
        

    

  


  

      

          @spec new(keyword() | map()) :: {:ok, t()} | {:error, Tursox.Procedures.Error.t()}


      


Builds finite limits from a keyword list or map.

  


        

      


  

    
Tursox.Procedures.Policy behaviour
    



      
Authorization boundary for procedure and database capabilities.
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        operation()
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        authorize(operation, map)
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          @type operation() :: :call | :query | :execute


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      authorize(operation, map)



        
          
        

    

  


  

      

          @callback authorize(operation(), map()) :: :ok | {:error, term()}


      



  


        

      


  

    
Tursox.Procedures.Policy.AllowAll 
    



      
Explicit policy for trusted procedure authors with full database access.

      




  

    
Tursox.Procedures.Procedure 
    



      
An immutable, versioned procedure definition.
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        t()
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          @type t() :: %Tursox.Procedures.Procedure{
  enabled: boolean(),
  language: :lua,
  metadata: map(),
  name: String.t(),
  source: String.t(),
  source_hash: String.t(),
  version: pos_integer()
}


      



  


        

      


  

    
Tursox.Procedures.Result 
    



      
Successful procedure value and redacted immutable invocation trace.
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          @type t() :: %Tursox.Procedures.Result{
  duration: non_neg_integer(),
  trace: [trace_entry()],
  value: term()
}


      



  



  
    
      
    
    
      trace_entry()



        
          
        

    

  


  

      

          @type trace_entry() :: %{
  name: String.t(),
  version: pos_integer(),
  source_hash: String.t()
}


      



  


        

      


  

    
Tursox.Procedures.Runtime 
    



      
Isolated, finite Deflua execution for one immutable procedure.

      


      
        Summary


  
    Functions
  


    
      
        execute(cache, procedure, arguments, private_context, limits)
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      execute(cache, procedure, arguments, private_context, limits)



        
          
        

    

  


  

      

          @spec execute(
  pid(),
  Tursox.Procedures.Procedure.t(),
  term(),
  term(),
  Tursox.Procedures.Limits.t()
) ::
  {:ok, term()} | {:error, Tursox.Procedures.Error.t()}


      



  


        

      


  

    
Tursox.Procedures.Source behaviour
    



      
Source contract for resolving immutable procedure definitions.
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        fetch(source, connection, name)

      


    


    
      
        list(source, connection)
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          @callback fetch(source :: term(), connection :: term(), name :: String.t()) ::
  {:ok, Tursox.Procedures.Procedure.t()} | {:error, Tursox.Procedures.Error.t()}
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          @callback list(source :: term(), connection :: term()) ::
  {:ok, [Tursox.Procedures.Procedure.t()]}
  | {:error, Tursox.Procedures.Error.t()}


      



  


        

      


  

    
Tursox.Procedures.Source.Database 
    



      
Explicit Tursox-backed procedure catalog and source adapter.
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        disable(pool, name, options \\ [])

      


    


    
      
        enable(pool, name, version, options \\ [])

      


    


    
      
        fetch_version(source, connection, name, version)

      


    


    
      
        install(pool, options \\ [])

      


    


    
      
        publish(pool, name, source, metadata \\ %{}, options \\ [])
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      disable(pool, name, options \\ [])



        
          
        

    

  


  


  



    

  
    
      
    
    
      enable(pool, name, version, options \\ [])



        
          
        

    

  


  


  



  
    
      
    
    
      fetch_version(source, connection, name, version)



        
          
        

    

  


  


  



    

  
    
      
    
    
      install(pool, options \\ [])



        
          
        

    

  


  


  



    

    

  
    
      
    
    
      publish(pool, name, source, metadata \\ %{}, options \\ [])



        
          
        

    

  


  


  


        

      


  

    
Tursox.Procedures.Source.Memory 
    



      
Caller-supervised in-memory procedure source for tests and dynamic applications.
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    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        disable(source, name)

      


    


    
      
        enable(source, name, version)

      


    


    
      
        fetch_version(source, name, version)

      


    


    
      
        publish(source, name, code, metadata \\ %{}, options \\ [])

      


    


    
      
        start_link(options \\ [])
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      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.
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Tursox.Procedures.Telemetry 
    



      
Redacted telemetry emitted by the procedure runtime.

      




  

    
Tursox.Procedures.Error exception
    



      
Stable, redacted error returned by procedure operations.

      


      
        Summary


  
    Types
  


    
      
        code()

      


    


    
      
        t()
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          @type code() ::
  :not_found
  | :disabled
  | :invalid_argument
  | :compile_error
  | :runtime_error
  | :authorization
  | :database
  | :resource_limit
  | :timeout
  | :call_cycle
  | :call_depth
  | :transaction_failed
  | :internal


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Tursox.Procedures.Error{
  __exception__: term(),
  code: code(),
  line: pos_integer() | nil,
  message: String.t(),
  metadata: map(),
  operation: atom(),
  procedure: String.t() | nil,
  procedure_stack: [map()],
  version: pos_integer() | nil
}
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